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ABSTRACT
Synthetic speech is speech signals generated by text-to-speech (TTS)
and voice conversion (VC) techniques. They impose a threat to
speaker verification (SV) systems as an attacker may make use of
TTS or VC to synthesize a speakers voice to cheat the SV system. To
address this challenge, we study the detection of synthetic speech using long term magnitude and phase information of speech. As most
of the TTS and VC techniques make use of vocoders for speech analysis and synthesis, we focus on differentiating speech signals generated by vocoders from natural speech. Log magnitude spectrum and
two phase-based features, including instantaneous frequency derivation and modified group delay, were studied in this work. We conducted experiments on the CMU-ARCTIC database using various
speech features and a neural network classifier. During training, the
synthetic speech detection is formulated as a 2-class classification
problem and the neural network is trained to differentiate synthetic
speech from natural speech. During testing, the posterior scores generated by the neural network is used for the detection of synthetic
speech. The synthetic speech used in training and testing are generated by different types of vocoders and VC methods. Experimental
results show that long term information up to 0.3s is important for
synthetic speech detection. In addition, the high dimensional log
magnitude spectrum features significantly outperforms the low dimensional MFCC features, showing that it is important to retain the
detailed spectral information for detecting synthetic speech. Furthermore, the two phase-based features are found to perform well and
complementary to the log magnitude spectrum features. The fusion
of these features produces an equal error rate (EER) of 0.09%.
Index Terms— Spoofing attack, voice conversion, instantaneous frequency
1. INTRODUCTION
Speaker verification (SV) is the process of verifying the claimed
identity of a user based on his/her speech signals. There are many
potential applications of SV, such as access control for automatic
services and phone banking [1]. Due to the high security requirement of these applications, SV system is expected to be very secure
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and should be able to perform even under malicious attacks. One
common scenario of attacking an SV system is to cheat the SV system to get unauthorised access by simulating the speech signals of
one of the user of the system. The speech signal of the user could
be simulated by using various ways, such as voice conversion (VC)
which convert one speakers voice to the target users speech, building a text-to-speech (TTS) system for the target user and generate
speech using the TTS system, or recording the target users voice and
reply it to the SV system. In this paper, we will focus on handling
the first two ways, i.e. VC and TTS.
To address the attack by VC and TTS, one way is to improve
the robustness of the SV system itself. In [2], the GMM-based SV
system was used, and in [3], the joint factor analysis (JFA), GMMUBM, VQ-UBM, GLDS-SVM, GMM-SVM and GMM-JFA systems have been used. However, one of the major issues on this kind
of SV system is more focusing on the speaker identity verification
but weak of synthetic speech detection.
Another way to address the VC and TTS attack to SV system is
to add a screener that detect whether the incoming speech is natural
speech or synthetic speech. If it is a natural speech, normal SV procedure will be carried out. If the incoming signal is detected as synthetic speech, the system will directly reject it hence protect the SV
system from attack. In this work, we focus on the problem of synthetic speech detection. Several types of synthetic spoofing speech
have been studied in the past. The synthetic speech from Hidden
Markov Model (HMM) based TTS system was studied in [4, 5, 6]
and adapted statistical speech synthesis system in [7]. The synthetic
speech generated by VC techniques [8, 9, 10], have been studied
in [11, 12, 3, 13, 14, 15]. Nevertheless, most of previous works
heavily rely on GMM-based clustering, which can only handle lowdimensional feature without context information. The limited input
information will reduce the system performance.
An important topic of spoofing speech detection is the selection
of proper features that is able to differentiate natural speech from
synthetic speech. Mel-frequency cepstrum coefficient (MFCC),
which is the most commonly used acoustic feature for representing the short-term power spectrum, is wildly used in previous
works [2, 3, 4, 5, 6]. Motivated by the fact that VC or TTS
systems may causes artefacts to the phase spectrum of speech,
cosine-normalized phase and modified group delay (MGD) phase
features were used in [16, 17]. Moreover, intending to detect the
temporal distortion of synthetic speech, modulation feature was introduced in [18]. Most of the features used in previous works are

low-dimensional features, which only model the formant shape of
speech (MFCC) and coarse shapes of phase (MGD).
In this paper, we focus on feature study for synthetic speech detection. We argue that the low-dimensional features does not carry
the detailed information which tells the difference between natural
and synthetic speech. This is because most VC and TTS methods
focused on reducing the artefacts on spectrum shapes which is represented by low-dimensional cepstral coefficients. Hence, it is necessary to look at high resolution representation of speech that may
reveal the artefacts of VC and TTS systems. In this study, we directly use the full details of log magnitude spectrum as features for
detecting synthetic speech. We also use two phase-derived features
that represent the high resolution phase information of speech. Besides using high resolution information, we also include long term
temporal information by using a sequence of frames rather than a
single frame as the input of the synthetic speech detection system.
It is observed that up to 0.3s of input window is necessary for optimal detection performance. To handle the high dimensional input
which is the result of using high resolution and long temporal window, we use neural networks (NN) as the natural/synthetic speech
classifier. Unlike conventional classifier used in speech processing,
such as Gaussian mixture model (GMM), NN does not have limitation in input dimension.
The paper is organized as follows. The various features used
in the study are introduced in section 2. In section 3, neural network classifier is briefly introduced. The experimental settings and
objective evaluation are presented in section 4. The paper will be
concluded in section 5.
2. FEATURE EXTRACTION
In this study, 5 types of features are used, including two magnitude based features, i.e. high-dimensional log magnitude spectrum
and low-dimensional MFCC, and 3 phase based features, including high-dimensional instantaneous frequency (IF), MGD, and lowdimensional cepstral features derived from MGD. In this section, we
will briefly describe the extraction of these features.

2.3. Instantaneous frequency derivative (IFD)
In order to test the phase continuity on time domain, the instantaneous frequency derivative (IFD) [20] feature is used. The IFD feature extraction is based on the phase spectrum of the speech signal
θ(t, ω) and defined as the derivatives of the phase spectrum w.r.t.
time:
1 dθ(t, ω)
2π
dt
1
≈
(θ(t, ω) − θ(t − 1, ω)).
2π

IF D(t, ω) =

(2)

Each element of IFD is added an integer multiples of π to make
its value within the interval [−π, π]. Unlike the original phase spectrum that hardly show any patterns, there is clear patterns in the IFD,
making it possible to use them as features for synthetic speech detection.
2.4. Modified group delay (MGD)
Another phase feature named modified group delay (MGD) [20] is
also used in this work to detect the non-linearity of the phase spectrum. For the speech signal x(n), MGD feature can be calculated as
follows (the frame subscripts are ignored for clearer formulas):
1) Compute the STFT of x(n) and nx(n) separately, denoted as
X(ω) and Y (ω)
2) Compute the smoothed spectrum |X(ω)|, denoted as S(ω)
3) Compute the MGD as:

2.1. Magnitude spectrum
The log magnitude spectrum of speech signal could be obtained by
applying short-time Fourier transform (STFT). A speech signal is
divided into 25ms long overlapping data frames, DC offset removed,
Hamming windowed, and then applied FFT. Given a speech signal
x(n), the complex spectrum can be expressed as:
X(t, ω) = |X(t, ω)|ejθ(t,ω) ,

and discrete cosine transform is applied to reduce the dimensionality
further down to 13. Finally, the delta and acceleration of features
which carries temporal information up to 0.1s are appended to the
13 MFCC features to form the 39 feature vectors. MFCC features
are widely used in ASR/SV systems and some previous synthetic
speech detection systems [2, 3, 14]. They will be used in our study
as baseline features.

(1)

where, |X(t, ω)| and θ(t, ω) are the magnitude and phase spectrum
at frame t and frequency ω, respectively. The overlap between two
adjacent frames is set to 15ms. The log magnitude spectrum feature
vectors is defined to be x = [log(|X(t, 0)|), . . . , log(|X(t, π)|)]>
As we will experiment with speech data sampled at 16kHz, the FFT
length is chosen to be 512, and each feature vector will have 257
dimensions.
2.2. Mel-frequency cepstrum coefficient (MFCC)
The MFCC features [19] can be seen as a compact representation
of the log magnitude spectrum. First, Mel-frequency scaled filter
banks are computed by summing neighbouring frequency bins of
magnitude spectrum together according to the nonlinear Mel scale,
resulting in 23 filter bank coefficients. Then logarithm is applied

τ (ω) =

XR (ω)YR (ω) + XI (ω)YI (ω)
|S(ω)|2γ

(3)

4) Then, we reshape it as:
τ̂ (ω) =

τ (ω)
|τ (ω)|α
|τ (ω)|

(4)

Based on our experimental results, we set the γ and α as 1.2 and
0.4 respectively.
2.5. Modified group delay cepstral coefficient (MGD-Cep)
The MGD-Cep extraction is based on the MGD feature τ̂ (ω). The
processing is similar to the extraction of MFCC features from magnitude spectrum and the main difference is that the MGD is used
to in place of the magnitude spectrum. We first compute the filterbank energies (FBE) by apple a Mel-frequency filter bank to τ̂ (ω).
Then, the MGD-Cep could be obtained by applying DCT to FBE.
The MGD-Cep features have been used in [16] for synthetic speech
detection.

3. NEURALNETWORK-BASEDNATURAL/SYNTHETIC
SPEECH CLASSIFIER
As high dimensional feature vectors are used and many feature
vectors are concatenated to form the input of the synthetic speech
detection system, the systems input dimensions are typically very
high, e.g. up to 10,000. Such high dimensional features cannot be
modelled by conventional classifiers in speech processing, such as
GMM-based generative models. Instead, we choose neural networks
(NN) to estimate the posterior probabilities of the speech/synthetic
speech classes given the input.
Although the synthetic speech detection is a detection problem,
we treat it as a two class classification problem during NN training.
Given an input sample, which is usually a concatenation of many
frames of feature vectors, the NN predict the posterior probabilities
of the input being generated from natural speech. As this is a two
class problem, the two posteriors will sum to 1, so it is sufficient
to just retrain the posterior of natural speech. During testing, the
posterior probabilities of natural speech will be used as the score for
synthetic speech detection. Intuitively, a natural speech will usually
have high scores and synthetic speech will usually have low scores.
For each test utterance, for each frame of 25ms, a patch of
feature vectors are extracted by concatenating the feature vectors
around the current frame. A score is generated for every frame, and
the final score for the utterance is the mean of the frame level scores.
A simple VAD is used to discarded the scores from silence frames.
Finally, one score is generated for each test utterance and the equal
error rate (EER) can be obtained by selecting a proper threshold and
the detection error tradeoff (DET) curve could be plotted.
4. EXPERIMENTAL SETUP

To create an open test scenario, we use the speech of bdl and clb
for training, and speech of slt and rms for testing. In addition, only
synthetic speech generated by STRAIGHT-syn and GMM-VC are
used during training, hence AHOcoder-syn and CFW-VC can serve
as unseen synthetic speech types during test.
4.2. Baseline method
The GMM-based synthetic speech detection system [16] was used
as a baseline in our work. The log likelihood ratio of natural and
synthetic speech classes are used for the detection problem:
Γ(O) = logp(O|λsynthetic ) − logp(O|λnature ),

(5)

where, O is the observation feature, λsynthetic and λnature are the
GMM model of synthetic and nature speech respectively. The number of Gaussian component is set as 1024.
5. EVALUATION AND DISCUSSION
As the synthetic speech detection is a detection problem, we use
two related evaluation metrics, i.e. the EER value and DET curve.
The EER is obtained by selecting a specific threshold (an operating
point of the detection system) such that the miss rate and false alarm
rate are equal. On the other hand, the DET curve plot the miss rate
against the false alarm rate at all possible operating points. While
EER gives a simple indicator of whether a system performs well, the
DET curve presents a more complete picture of the system performance.
5.1. The effect of input context size

4.1. Corpus

1. AHOcoder-syn: The AHOcoder [22] was used for speech
analysis and reconstruction, without feature transformation.
2. STRAIGHT-syn: The STRAIGHT [23] was used for speech
analysis and reconstruction, without feature transformation.
3. GMM-VC: The JD-GMM with maximum likelihood parameter generation method as proposed in [9]. MCC features
were used to train the model, the optimal number of Gaussian mixtures was 64.
4. CFW-VC: The weighted correlation-based frequency warping [24] with GMM-based residual compensation. Spectral
envelopes were used to find the warping function, based on
formant segmentation. The segment boundary shift was constrained within 100 Hz. Only voiced frames were transformed
in this method.
For the two VC methods, STRAIGHT was also used for feature
extraction. 513-dimensional spectrum and log F0 were extracted by
STRAIGHT. 25-dimensional Mel-Cepstral Coefficients (MCCs) and
15-dimensional linear spectrum frequencies (LSFs) were also used
for the spectrum. In all the conversion methods, we used the same
frame alignment, which was obtained by performing DTW on the
MCC feature sequence.

16 14.42
14

12.2

12

9.63

10

EER (%)

Four speakers with US accent of CMU-ARCTIC database [21], (bdl,
rms, slt and clb) were used in this work. The speech signals were
sampled as 16 kHz. Each of the speaker has about 1000 utterances,
and the label of these utterances are the same across all speakers.
The synthetic speech is generated by applying the following four
techniques on the natural speech in CMU-ARCTIC.
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Fig. 1. Equal error rate of log spectrum as a function of the input
context size.
The effect of using long term temporal information in NN based
systems is examined. Fig. 1 presents the EER results using different context size with log magnitude spectrum. It is observed that
the EER gradually reduces as the context size increases from 1 to 31
frames, which amounts to 310ms of speech information. The performance saturates at about 31 frames and longer context such as 51
frames even degrades the performance slightly which is perhaps due
to overfitting. The best EER=0.92% is obtained at 31 frames context
size. Besides log magnitude spectrum, we also found that the temporal information is also important for synthetic speech detection
when other types of features are used, such as IFD and MGD. These
observations show that long term temporal information is useful for
detecting synthetic speech.

5.2. Comparison of different features
1. MFCC(1)−GMM
2. MFCC(1)−NN
3. MFCC(31)−NN
4. MGD−Cep(31)−NN
5. Magnitude(31)−NN
6. MGD(31)−NN
7. IF(31)−NN
8. Fusion(5+6+7)

40

Table 1. Equal error rate (EER, %) of detection performance of
different systems.
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Natural against individual synthetic data
Natural
No.
Systems
STRAIGHT‐syn GMM‐VC AHOcoder‐syn CFW‐VC against
Low dimensional features
1
MFCC(1)‐GMM
2.65
0.35
51.52
4.33
21.34
MFCC(1)‐NN
17.51
0.29
51.57
33.28
2
30.85
3
MFCC(31)‐NN
4.44
2.74
50.77
12.15
22.41
22.99
1.21
33.68
7.93
4 MGD‐Cep(31)‐NN
19.48
High dimensional features
5 Magnitude(31)‐NN
0.09
0.00
0.22
2.14
0.92
MGD(31)‐NN
9.14
0.31
5.17
5.04
5.78
6
7
IF(31)‐NN
0.77
0.04
0.13
0.80
0.54
Fusion
Fusion(5+6)
0.09
0.00
0.00
0.53
0.23
Fusion(5+7)
0.04
0.00
0.04
0.35
0.13
Fusion(6+7)
1.02
0.04
0.15
0.71
0.68
Fusion(5+6+7)
0.04
0.00
0.00
0.18
0.09
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The EER obtained by all features are shown in Table 1. The
systems 1-4 uses low dimensional features, while the systems 5-7
uses high dimensional features. We also presented the different ways
of fusing the systems 5-7 and system 8 is the best fusion results.
From the table, a general observation is that the first 4 systems
do not performs well and their average EER are about 20-30%. This
is true for both NN and GMM-based systems. It is also true when
both 1 frame and 31 frames of input features are used. The results
clearly show that low dimensional features are not effective in detecting synthetic speech.
The systems using high-dimensional features, namely log magnitude spectrum (system 5), MGD (system 6), and IF (system 7), all
performs much better than the systems using low dimensional features. Comparing system 4 and 6, the only difference between them
is that the MGD-Cep used in system 4 is a smoothed and dimension reduced version of MGD used in system 6. However, the EER
of system 6 (5.78%) is much lower than that of system 4 (19.48%).
Although more parameters are used in system 6 due to the much
higher input dimension, we believe that the real factor that caused
the different performance between system 4 and 6 is that high dimensional MGD which contains detailed information of the input
speech is used in system 6. Similarly, system 5 and 3 are similar to
each other, the main difference between them is that system 5 uses
the full detailed information of the magnitude spectrum while system 3 only uses the formant shape of the magnitude spectrum that is
represented by the MFCC features. Again, the system with detailed
information performs much better. Hence, we can conclude that the
detailed magnitude or phase information of speech signal is the key
for achieving good synthetic speech detection performance.
The fusion of system 5-7 are shown in the last 4 rows of Table
1. The results show that although system 6 performs much worse
than system 5 and 7, it provides complementary information and the
best fusion results are obtained by fusing all systems. The fusion is
performed by averaging the scores of individual systems.
The detection error tradeoff (DET) curves of our eight systems are presented in Figure 2. First, the curves of second system
(MFCC(1)-NN) and third system (MFCC(31)-NN) show that the
long term imformation helps to imporve the system performance.
Secondly, the systems with high-dimensional features (the system
5-7) performe much better than the systems using low-dimensional
features (the system 1-4). Moreover, the system performance is
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Fig. 2. DET curve of synthetic detection performance of different
systems.

further improved with the combination of three high-dimensional
features with long term information (system 8).
6. CONCLUSION
In this paper, we have conducted two studies for synthetic speech detection problem, including the use of long term temporal information
and high dimensional feature vectors that contain detailed magnitude
and phase information of the input speech signal. Results show that
both long term temporal information and detailed speech information are vital for accurate detecting of synthetic speech. In addition,
the log magnitude spectrum feature is shown to be complementary
to the phase derived features, such as MGD and IF.
Currently, we have achieved high performance in detecting synthetic speech using microphone speech in clean environment. However, many real applications may involve noisy environments and
speech coding/transmission, which introduces distortion even to natural speech. In the future, we will investigate the robust detection of
synthetic speech in these scenarios.
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