Detection of Anomalies in Activity Patterns of Lone
Occupants from Electricity Usage Data

Kuanlong Leong*, Cyril Leung’, Chunyan Miao! and Yu Christine Chen®
*T§Department of Electrical and Computer Engineering
The University of British Columbia (UBC), Canada
1 Joint NTU-UBC Research Centre of Excellence in Active Living for the Elderly
Nanyang Technological University (NTU), Singapore
Email: {*kuanlongl, fcleung, 8chen} @ece.ubc.ca, fascymiao@ntu.edu.sg

Abstract—As the global population ages, assisted living tech-
nologies for the elderly are becoming more popular. A person
normally performs activities of daily living (ADLSs) on a regular
basis. A person’s ability to perform recurring ADLs indicates
the person’s wellness. Anomalies in activity patterns of a person
might indicate changes in the person’s wellness. A method is
proposed in this paper for detecting anomalies in activity patterns
of a lone occupant using his/her electricity consumption data.
The proposed method infers anomalies in activity patterns of an
occupant from electricity consumption patterns instead of explic-
itly monitoring the underlying individual activities. The proposed
method provides a score which is a quantitative assessment of
anomalies in electricity consumption pattern of an occupant for a
given day. A survey was conducted to obtain the hourly activities
of three lone occupants for a month. From the survey, the level of
suspicion values which are quantitative assessments of anomalies
in activity patterns of the occupants were deduced. Using Fuzzy
C-Means (FCM) clustering with Euclidean distance measure, the
scores and level of suspicion values were clustered respectively. A
day was then classified as regular or irregular from an electricity
consumption perspective (score) and an activity perspective (level
of suspicion value) respectively. Our results show that anomalies
in electricity consumption patterns correlate well with anomalies
in the underlying activity patterns.

I. INTRODUCTION

The global population share of people aged 60 and over is
expected to increase from 11.7% in 2013 to 21.1% in 2050 [1].
The number of elderly people is expected to reach 2 billion
in 2050 from 841 million in 2013. The demand for elderly
care facilities and services, such as nursing homes, is expected
to increase with the ageing population. A U.S. survey found
that 87% of people aged 65 and over prefer to age in their
own homes [2]. Thus, there is a need to ensure a safe and
independent ageing environment for these elderly people, and
to help them live in their preferred environments for as long
as possible.

Assisted living technologies for detecting medical emergen-
cies and assessing the wellness of the elderly are becoming
more popular [3]. While the most direct way of detecting
medical emergencies is arguably by monitoring physiological
data such as heart rate or blood pressure, estimating the
wellness of a person usually involves monitoring the activities
of daily living (ADLs). An important component of assisted
living technologies is activity recognition and monitoring [3].

A person normally performs ADLs on a regular basis. The
ability to perform ADLs regularly implies that the person
is at least physically able to maintain a regular lifestyle. It
also indicates that the wellness of the person is at a certain
level. Large deviations from a regular daily routine may
indicate changes in the person’s ability to perform ADLs. Such
deviations may be used to alert relatives or caregivers to look
into the cause of the deviations in a timely manner.

To establish the regular activity patterns of a person, a num-
ber of approaches have been proposed to monitor the individ-
ual ADLs [3]. Individual activities are commonly monitored
using ambient sensors (e.g., motion sensors and force sensors)
placed smartly in the monitored environment or by cameras.
Individual activities are then recognized as sequences of sensor
events or sequences of images. The regular activity patterns
of a person can then be established based on the sequences
of recognized activities. However, interpreting events/activities
captured by sensors could be challenging and time-consuming
[3].

ADLs usually involve using electric home appliances. Ac-
tivities that consume electricity might be inferred from the
household electricity consumption patterns. If a person’s ac-
tivity patterns are exactly the same every day, the electricity
consumption patterns will also probably be the same every
day. The electricity consumption patterns of a monitored
environment would reflect the activity patterns of the person. If
the activity patterns of a person can be sufficiently represented
by the electricity consumption patterns, then these could be
used to detect anomalies in the underlying activities and
there might be no need to explicitly monitor the underlying
individual activities.

In this paper, we propose a method for detecting anomalies
in activity patterns of a lone occupant by monitoring the
household electricity consumption. This work differs from re-
lated works in one fundamental perspective. This work intends
to detect anomalies in activity patterns of a person without
explicitly monitoring the individual activities or actions of
the person. Instead of attempting to use the raw electricity
consumption data for detection, we use features extracted from
the raw electricity consumption data. The extracted features
are designed to effectively reflect the underlying activities.

This work aims to show that anomalies in activity patterns



of an occupant can be effectively inferred from electricity
consumption measurements of his/her residence. Using the
proposed method, we classify a day as regular or irregular from
an electricity consumption perspective. As a benchmark, we
classify the same day as regular or irregular from an activity
perspective. Finally, we compare the two classification results,
and find that anomalies in activity patterns can be effectively
inferred from electricity consumption data.

II. RELATED WORKS

Various assisted living technologies have been proposed
to alleviate health problems, detect medical emergencies and
improve the wellness of the elderly [4]-[20]. One impor-
tant assisted living technology is health status monitoring.
Physiological parameters are possibly the best indicators of
the health status of a person. Practical approaches proposed
in [4]-[7] can monitor the physiological parameters such as
electrocardiogram signals, blood glucose concentrations, blood
pressure, body temperature, heart rate and respiratory rate
using ZigBee or Bluetooth for communication.

Another important assisted living technology is fall de-
tection. Fall detection approaches can be divided into two
categories: wearable and non-wearable. Approaches using
wearable accelerometers were proposed in [8], [9]. How
the wearable device is worn and the person’s willingness
to wear the device are critical to the effectiveness of this
approach. Audio-based [10], [11] and visual-based [12], [13]
non-wearable approaches have also been proposed. Audio-
based approaches can be adversely affected by background
noise while visual-based approaches can be harmfully affected
by occlusions.

Another important assisted living technology is activity
recognition and monitoring. Activity recognition helps deter-
mine what daily activities are essential to a person. Long term
monitoring helps determine the regular activity patterns of
a person. That a person is able to perform recurring ADLs
indicates that the person’s wellnes is at a certain level. Activity
recognition approaches can generally be categorized as video-
based [14] or sensor-based [15]-[20]. In [15]-[19], the authors
designed a wireless sensor network which can interpret the
wellness of a person by monitoring various home accessories
such as the bed, microwave oven, toilet, dining chair, etc. The
wellness of a person was interpreted according to how well
the monitored person performed the essential daily activities
in terms of the home appliances’ active and inactive durations.
The difficulties of this approach are as follows: 1) determining
a sufficient number of sensors for monitoring ADLs, 2) storing
the sensor data efficiently, 3) annotating the activities deduced
from the sensor data, and 4) classifying regular and irregular
activities accurately.

In [20], the authors proposed to detect anomalies in activity
patterns of a person based on temporal relations between
events captured by some sensors such as motion sensors and
light sensors. For instance, if event A always occurs before
event B but the recurring temporal relation between A and
B is violated on a particular day, it would be noted as an

anomaly. It would be impractical to investigate all events that
occur during a day and hence the authors only focused on the
temporal relations between the most frequent events. However,
annotating the events captured by the sensors and identifying
the temporal relations between events could still be time-
consuming.

This work proposes to infer anomalies in activity patterns of
a person from the household electricity consumption patterns.
Electricity consumption data over a period of time is essen-
tially a time series or a sequence. A straightforward way would
be to compare the electricity consumption sequences with
one another using some similarity measure. Similar sequences
are assigned to the same cluster and there could be multiple
clusters. Each cluster can then be assigned a class label
(e.g., regular or irregular) if there is sufficient information.
Approaches to cluster time series data can be divided into
three categories: 1) raw data-based, 2) feature-based, and 3)
model-based [21].

However, most similarity measures are too sensitive to
slight changes in the raw hourly electricity consumption
data. For instance, two 24-hour hourly electricity consump-
tion sequences can be clustered into two different clusters
due to trivial differences even though the underlying activity
patterns are almost the same. Therefore, applying a clustering
technique such as Fuzzy C-Means (FCM) clustering [22] to
raw electricity consumption sequences for inferring anomalies
in activity patterns might not be effective. We observed that
some key features (e.g., maximum, minimum) of electricity
consumption patterns are more relevant to the underlying
activity patterns. In other words, the key features could be
better indicators of the underlying activity patterns than the
raw electricity consumption data. Therefore, it might be better
to work with features selected or extracted from the raw
electricity consumption data for detecting anomalies in activity
patterns.

III. PROPOSED METHOD FOR ASSESSING ANOMALIES IN
ELECTRICITY CONSUMPTION DATA BASED ON FCM
CLUSTERING
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Fig. 1. A flowchart of the proposed method based on FCM clustering

In this section, we propose a method for assessing anomalies
in electricity consumption data based on FCM clustering.
The proposed method classifies a day as regular or irregular
from an electricity consumption perspective for lone occu-
pants. First, 72 selected features are extracted from the raw
daily electricity consumption data. Next, regular electricity
consumption patterns are deduced from a collection of the
extracted features over multiple days (e.g., 30 days). Third,
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a model is formed and the 72 features extracted from the
electricity consumption pattern of a given day are converted to
a quantitative score. After computing the scores for multiple
days (e.g., 30 days), FCM clustering is applied to the scores
for learning the threshold value between the higher scores and
the lower scores. A day is deemed regular if its corresponding
score is above the threshold. In contrast, a day is deemed
irregular if its corresponding score is below the threshold. A
flowchart of the proposed method based on clustering is shown
in Fig. 1.

A. Datasets

The proposed method is based on hourly electricity con-
sumption data. Data used in this work were collected by the
BC Hydro smart meters [23]. There were three participating
lone occupants (two elderly people and one young adult)
in this work. The hourly electricity consumption data were
simply downloaded by each participant from the BC Hydro
website. A summary of the three datasets is shown in Table I.

TABLE I
SUMMARY OF THE ELECTRICITY CONSUMPTION DATASETS

Home  # of Occupant  Type of Home  Data Length (days)
A 1 Apartment 30
B 1 Apartment 365
C 1 Detached 365

B. Electricity Features

Features are needed to represent the regular (recurring)
electricity consumption patterns of an occupant. The basic
assumption made in this work is that people perform ADLs
on a regular basis. Many of the ADLs involve using electric
home appliances. It is therefore plausible that these activities
may be inferred from the electricity consumption data. For
instance, the occupant of Home C normally wakes up at 8AM,
uses electric cooking appliances right away for two to three
hours, is away from home from 11AM to 9PM, and goes to
bed at 11PM. The hourly electricity consumption pattern of a
typical day at Home C' is shown in Fig. 2. As can be seen
from Fig. 2, the electricity consumption pattern matches quite
well the activity pattern. This provides strong evidence that the
activity patterns of the occupant are reflected in the electricity
consumption patterns. Instead of attempting to recognize the
underlying individual activities from the electricity consump-
tion data, the proposed method uses electricity consumption
patterns to represent activity patterns of the occupant without
explicitly considering the underlying individual activities.

The datasets in this work provide the hourly electricity
consumption data of each home. However, an activity is not
limited to begin and end within a single pre-framed hourly
interval in the datasets. An activity can begin at any time in
one hourly interval and end at any time in another hourly
interval. For instance, if there is unrealistically only one given
activity that can occur within two particular consecutive hours
and it consumes the exact same amount of electricity every
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Fig. 2. The typical hourly electricity consumption pattern of Home C' during
a day
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Fig. 3. An illustration of a regular electricity consumption pattern

day, the amount of electricity consumed during the two hours
will always be the same every day as illustrated in Fig. 3a.
This is an example of a regular electricity consumption pattern.
However, this pattern might not be observable if we only
consider the amounts of electricity consumed during individual
hours as illustrated in Fig. 3b and Fig. 3c.

It can easily be seen that a similar argument can also
be made for any multiple consecutive hours. This suggests
that considering the multiple-hour total consumption can help
reflect the underlying activity patterns of the occupant. There-
fore, at the end of each hour, the proposed method calculates
the total electricity consumption for the previous two to 24
hours (moving total electricity consumption). Consequently,
at the end of each hour, we not only have the amount of
electricity consumed for the previous one hour, but also the
amounts of the total electricity consumption for the previous
two to 24 hours, as illustrated in Fig. 4. This step of the
proposed method does not add any new information to the
datasets; it simply computes the 2-hour to 24-hour moving
total curves using the hourly consumption data in the datasets.

The raw electricity consumption data might not be the best
representations of the underlying activity patterns because
unimportant parts of the raw electricity patterns might ad-
versely affect the detection of anomalies in the underlying
activity patterns. Although the activity patterns of two given
days are the same, their corresponding consumption patterns
may not be exactly the same. Detecting anomalies may be
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Fig. 4. The I-hour to 24-hour moving total electricity consumption for one
day. Each dot on the bottom curve represents the consumption for the previous
one hour, each dot on the second curve from the bottom represents the total
consumption for the previous two hours, and so on.

ineffective if we compare one raw consumption pattern to
another using some conventional distance measure such as
Euclidean distance measure. Rather, we should choose features
which are more representative of the underlying activities from
the raw electricity consumption patterns.

The local maxima and local minima of electricity consump-
tion patterns are likely to be good indicators of the active
and inactive hours of an occupant. Therefore, the times at
which the maxima and minima occur may be good indicators
of the underlying activity patterns. The difference between
the maximum and minimum consumptions might indicate the
electricity consumption of the relevant activities. Therefore,
the features chosen to represent daily electricity consumption
patterns are: 1) the time at which the maximum occurs for each
moving total curve, 2) the time at which the minimum occurs
for each moving total curve, and 3) the range (difference
between the maximum and minimum) of each moving total
curve.

In the case that the extremum (maximum or minimum) is
not unique, one time point among the multiple time points
sharing the same extremum is chosen uniformly at random.
The features chosen to represent the electricity consumption
pattern of an occupant for a day are the 24 time points of
maxima, 24 time points of minima, and the 24 ranges.

One set of the 72 features obtained from one day only
represents the electricity consumption pattern on that particular
day. To deduce the regular electricity consumption patterns of
an occupant, these features need to be collected over multiple
days (e.g., 30 days).

C. Regular Electricity Consumption Patterns

Regular electricity consumption patterns of an occupant
are deduced from a collection of the electricity features
over multiple days. For the proposed method, the regular
consumption patterns of an occupant are described by 1) how
likely a maximum or minimum of a moving total curve occurs
at a particular time, and 2) how likely the range (maximum
minus minimum) of a moving total curve happens to have
a certain value. The time at which a maximum or minimum
consumption normally occurs reflects the active and inactive
hours of the occupant. The normal range of a moving total

curve indicates the typical total electricity consumption of the
relevant activities.

Using the maximum time points and the minimum time
points of each day over multiple days (e.g., 30 days), the
probability of each time point (hour) being the maximum or
minimum of each moving total curve can be approximated.
The pseudocode for estimating the occurrence probability
of the maximum (minimum) at each hour for the hourly
consumption curve is given in Algorithm 1.

Algorithm 1 The pseudocode for estimating the occurrence
probability of the maximum (minimum) at each hour for the
hourly consumption curve
1: Step 1. Obtain the hourly consumption data for each hour
for one day (i.e., the bottom curve in Fig. 4)
2: Step 2. Record the time point (hour) at which the maxi-
mum (minimum) consumption occurs
3: Step 3. Repeat Steps 1 and 2 for each day over multiple
days
4: Step 4. Estimate the probability that the maximum (min-
imum) would occur at 1AM according to the records
5: Step 5. Repeat Step 4 for the remaining 23 time points

To calculate the occurrence probability of the maximum
(minimum) at each time point (hour) for the 2-hour moving
total curve, Algorithm 1 obtains the 2-hour total electricity
consumption for each hour for one day (i.e., the second to
bottom curve in Fig. 4) in Step 1. Step 2 to Step 5 are
then performed. Corresponding modifications to Step 1 of
Algorithm 1 can be made in order to estimate the occurrence
probabilities of the maxima (minima) for the 3-hour to 24-hour
moving total curves.

TABLE II
PART OF A SAMPLE MAXIMA PROBABILITY MATRIX. EACH ROW
CORRESPONDS TO A MOVING TOTAL WHEREAS EACH COLUMN
CORRESPONDS TO A TIME POINT (HOUR) OF A DAY

ProbMax 6 7 8 9 10 11 12
1 0 0 047 047 0.03 0 0
2 0 0 003 063 03 0 0
3 0 0 0 0.13  0.77 0.07 0
4 0o 0 0 0.07 04 0.5 0
5 0o 0 0 003 02 053 0.2
6 0 0 0 003 02 037 023
7 0 0 0 0.03 0.07 03 033
8 0 0 0 0.03 0.03 027 027
9 0 0 003 0 0.07 0.13 0.23

Following the previously described procedure, a total of
24 x 24 = 576 occurrence probabilities are obtained for
the maxima and an equal number for the minima. These
probabilities can be arranged in two 24 x 24 matrices, one for
the maxima and one for the minima. Part of a sample maxima
probability matrix is illustrated in Table. II, where each row
represents a moving total and each column represents a time
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point. For instance, it shows that there is a 63% chance that the
maximum of the 2-hour moving total curve occurs at 9AM.
The minima probability matrix is not shown here, but it can
be interpreted in a similar manner. These two matrices help
represent the regular consumption patterns of an occupant and
they can indicate the normal active and inactive hours of the
occupant.

Using the ranges of the moving total curves over multiple
days, the mean and standard deviation of the range of each
moving total curve can be computed. The pseudocode for
estimating the mean and standard deviation of the range of
the hourly consumption curve is given in Algorithm 2.

Algorithm 2 The pseudocode for estimating the mean and
standard deviation of the range of the hourly consumption

curve
1: Step 1. Obtain the hourly consumption for each hour for

one day (i.e., the bottom curve in Fig. 4)

2: Step 2. Obtain the maximum and minimum

3: Step 3. Compute the range (maximum minus minimum)
and record it

4: Step 4. Repeat Steps 1 to 3 for each day over multiple
days

5: Step 5. Compute the mean and standard deviation of the
recorded ranges

To compute the mean and standard deviation of the range
of the 2-hour moving total curve, we simply use the 2-hour
total electricity consumption for each hour for one day (i.e.,
the second to bottom curve in Fig. 4) in Step 1 of Algorithm 2.
Corresponding modifications to Step 1 of Algorithm 2 can be
made in order to compute the means and standard deviations
of the ranges of the 3-hour to 24-hour moving totals.

Following the previously described procedure, we will then
have the means and standard deviations of the ranges of all
24 moving total curves. The means and standard deviations
of the ranges help represent the regular consumption patterns
of an occupant and they provide an indication of the normal
electricity consumptions of the underlying activities.

To sum up, the regular (recurring) electricity consumption
patterns of an occupant are numerically represented by the
two probability matrices (one for the minima and one for the
maxima) and the 24 means and standard deviations.

D. Model for Providing Quantitative Scores

A model can then be formed based on the two probability
matrices, the means and the standard deviations. The model is
used to detect anomalies in electricity consumption patterns
of an occupant and to provide quantitative scores of the
detected anomalies. To quantitatively assess the anomalies
in the electricity consumption pattern of a given day, the
electricity features of the given day need to be provided. As
discussed in Section III-B, the electricity features include the
24 maximum time points, 24 minimum time points and 24
ranges.

E. Score for a Day

First, the 24 maximum (minimum) time points of a given
day are converted to sub-scores as described in Algorithm
3 (see Table IIl for the threshold values). Following the
procedure described in Algorithm 3, the 24 maximum time
points and 24 minimum time points will be converted to 48
sub-scores.

Algorithm 3 The pseudocode for converting the 24 maximum
(minimum) time points of a given day into sub-scores
1: Step 1. Obtain the time of day at which the maximum
(minimum) occurs for the hourly consumption curve
2: Step 2. Retrieve the occurrence probability of that time
point being the maximum (minimum) from the maxima
(minima) probability matrix of the model
3: Step 3. Return a positive score (e.g., +1) if the proba-
bility is greater than or equal to a pre-defined threshold,
otherwise, return a negative score (e.g., -1)
4: Step 4. Obtain the time of day at which the maximum
(minimum) occurs for each of the remaining 23 moving
total curves and repeat Steps 2 and 3

Next, the 24 ranges of the given day are converted to sub-
scores as described in Algorithm 4 (see Table III for the
threshold values).

Algorithm 4 The pseudocode for converting the 24 ranges of
a given day into sub-scores
1: Step 1. Obtain the range of the hourly consumption curve
of the given day
2: Step 2. Retrieve the mean and standard deviation of the
range previously computed as described in Algorithm 2
3: Step 3. Calculate the Z-Score (standardized value) of the
range of the given day
4: Step 4. Return a positive score (e.g., +1) if the absolute
Z-Score is less than or equal to a pre-defined threshold,
otherwise, return a negative score (e.g., -1)
5. Step 5. Obtain the range of each of the remaining 23
moving total curves and repeat Steps 2 to 4

A Z-Score (also know as standard score) measures the
distance between an observation and its mean in terms of
number of standard deviations [24]. Following the above
procedure, the 24 ranges will be converted into 24 sub-scores.

The final score for a given day, which is a quantitative
assessment of the anomalies detected in the electricity con-
sumption pattern, is the sum of the 72 sub-scores. A more
positive final score for a day indicates that the consumption
pattern on that day has less deviation from the regular con-
sumption patterns. Conversely, a more negative final score for
a day indicates that there is a large deviation from the regular
consumption patterns.

F. Design Variables

To deduce the regular electricity consumption patterns and
form a model for assessing anomalies in electricity consump-
tion patterns for an occupant, we need to determine the number
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of days of consumption data to be included. To compute the
score for a day, we need to determine the threshold values and
the magnitudes of the sub-scores for converting the maximum
time points, minimum time points and ranges into 72 sub-
scores. The design variable values are set manually for each
participating home by observation. The actual configurations
for Homes A, B and C in this work are shown in Table III.

TABLE III
CONFIGURATIONS OF THE DESIGN VARIABLES FOR HOMES A, B AND C'

Home A Home B  Home C

Length of Data (days) 30 60 60
Probability Threshold
-Maximum time point 0.1 0.1 0.15
-Minimum time point 0.15 0.1 0.15
Score Assignment +/-1 +/-1 +/-1
Range Z-Score Threshold 1.5 1 1
Score Assignment +/-1 +/-1 +-1

G. Clustering of the Scores Based on FCM Clustering

After computing the scores for a period of time (e.g., 30
days) for an occupant, we use FCM clustering for learning
the threshold between the lower scores and the higher scores.
A low score for a day indicates that there is a large deviation
from the regular electricity consumption patterns.

First, FCM clustering with Euclidean distance measure is
applied to the scores. The scores are then clustered into two
clusters: the regular cluster for the higher scores and the
irregular cluster for the lower scores. Next, the boundary
(threshold) between the two clusters is defined as the average
of the two centers. The center of a cluster is defined as the
average of all scores belonging to the cluster.

H. Classification of the Daily Electricity Consumption Pat-
terns

A regular score for a day indicates that the corresponding
daily electricity consumption pattern is regular. Whereas, an
irregular score for a day indicates that the corresponding
daily electricity consumption pattern is irregular. A day is
then classified as regular or irregular from an electricity
consumption perspective.

A day is regular if the score for the day is above the thresh-
old; otherwise, a day is irregular. To validate the classification
results from this electricity consumption perspective, we have
conducted a survey for classifying a day as regular or irregular
from an activity perspective. We aim to show that anomalies
detected in electricity consumption patterns by the proposed
method can effectively reflect anomalies in activity patterns.

IV. SURVEY FOR VALIDATING THE EFFECTIVENESS OF
THE PROPOSED METHOD

To validate the correlation between the household electricity
consumption data and activity patterns of an occupant, a
survey was conducted to obtain the hourly activities of three
lone occupants for one month. Each occupant was asked

A Level of

I Computation |—> Suspicion value

for each day

Regular Activity
Fom

Activity Patterns |

Regular or Not
(Pseudo Ground
Truth)

Fig. 5. A flowchart of the procedure for classifying a day as regular or
irregular from an activity perspective

to record his/her hourly activities on a timesheet. Regular
activity patterns were deduced from the activity data for each
occupant. A level of suspicion value for a day, which indicates
the anomalies in activity patterns, was then computed. FCM
clustering was then applied to a collection of the level of
suspicion values. A day was then classified as regular or
irregular from an activity perspective. A flowchart of the
procedure for classifying a day as regular or irregular from
an activity perspective is shown in Fig. 5.

A. Timesheet

A part of the survey timesheet is shown in Table. I'V. Listed
activities on the timesheet includes the essential ADLs such
as sleeping and dining. Each occupant was asked to mark the
listed activities that took place during any part of each hour
on the timesheet every day for one month.

TABLE IV
A PART OF THE SURVEY TIMESHEET

00:01- | 01:01- | 02:01- 23:01-
01:00 02:00 | 03:00 00:00
Not at home
Sleeping
Bathing

Dining at home

Electric cooking appliances

(oven, rice cooker, etc.)

Dishwasher

House cleaning

(vacuum cleaner, etc.)

Entertainment

(TV, computer, radio, etc.)

Laundry

(washer, dryer, iron, etc.)

Heater /Air conditioner

Other energy-consuming
activities/appliances™

B. Regular Activity Patterns

After collecting the hourly activity data, regular (recurring)
activity patterns of each occupant were represented by the
following six features:

1) Daily highly probable activities (DHPA)
2) Daily less probable activities (DLPA)
3) Hourly highly probable activities (HHPA)
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4) Hourly less probable activities (HLPA)

5) Daily less probable durations of activities (DLPD)

6) Less probable daily energy consumption (LPDEC)

Classifying an activity and a duration of a given activity as
probable or not probable involves determining some threshold
values. The actual configurations of the threshold values for
each home are shown in Table V.

TABLE V
THRESHOLD VALUES FOR REGULAR ACTIVITY PATTERNS FOR HOMES A,
B AND O
Feature  Home A Home B Home C
Probability
DHPA >0.8 >0.8 >0.9
DLPA <0.2 <0.2 <0.2
HHPA >0.9 >0.8 >0.8
HLPA <0.05 <0.05 <0.05
DLPD <0.05 <0.05 <0.05
| Z-Score|
LPDEC >1 >0.95 >1.1
TABLE VI

A LIST OF POTENTIAL THRESHOLD VALUES FOR HOME B

Feature Potential Threshold Values
Probability

DHPA >0.8/709

DLPA <0.27/0.1

HHPA >0.8/0.857/0.9/0.95

HLPA < 0.15/0.1/0.05

DLPD < 0.15/0.1/70.05

|Z-Score|
LPDEC >09/095/1/12/1.3

C. Level of Suspicion

A level of suspicion value for a day was then calculated.
The level of suspicion value is a quantitative assessment of
anomalies in a daily activity pattern. The initial level of
suspicion value for a day is zero. An absence of a highly
probable activity pattern or an occurrence of a less probable
activity pattern will increase the level of suspicion value for
the given day by a certain number. A high level of suspicion
value of a day indicates a large deviation from the regular
activity patterns.

The best case scenario is to have only a few days with
noticeably higher level of suspicion values and to have most
of the other days with lower level of suspicion values. In order
to achieve this, combinations of the six threshold values need
to be considered. For example, a list of the potential threshold
values for Home B are shown in Table VI. The potential
threshold values were chosen by observation. The accumulated
level of suspicion value for a day is equal to the sum of the
level of suspicion values raised by the above six features.
If the daily activity pattern of a certain day is significantly
different from the regular activity patterns, the accumulated

level of suspicion value of that particular day will probably
be raised by most of the six features. If the (accumulated)
level of suspicion value of a day is relatively low and is only
raised by one feature, it probably indicates that the threshold
value for that particular feature can be tightened (i.e., select
the next threshold value on the list).

To select the appropriate threshold values for the six fea-
tures, the selection process begins with the loosest values (the
leftmost values) on the list. The next threshold value on the list
for each feature is chosen if that helps differentiate the days
that are currently having noticeably higher level of suspicion
values from the other days. The selection process finishes if
one of the following events is encountered:

1) The selected set of threshold values is already the
tightest possible combination (i.e., the rightmost values
on the list).

2) Choosing the next threshold value on the list for any of
the six features would significantly harm the differentia-
tion between the highly suspicious (possibly anomalous)
days and the possibly normal days.

D. Clustering of the Level of Suspicion Values Based on FCM
Clustering

After computing the daily level of suspicion values for
the survey period for each occupant, we again used FCM
clustering for learning the threshold between the lower values
and the higher values. First, FCM clustering with Euclidean
distance measure was applied to the level of suspicion values.
The values were then clustered into two clusters: the regular
cluster for the lower values and the irregular cluster for the
higher values. Next, the boundary (threshold) between the two
clusters was defined as the average of the two centers.

E. Pseudo Ground Truth

A regular level of suspicion value for a day indicates that
the corresponding daily activity pattern is regular. Whereas,
a irregular level of suspicion value for a day indicates that
the corresponding daily activity pattern is irregular. A day
was then classified as regular or irregular from an activity
perspective. A day is regular if the level of suspicion for the
day is below the threshold; otherwise, a day is irregular. The
classification results from this activity perspective are used as
the pseudo ground truth in this work.

V. EXPERIMENT

This work aims to show that anomalies in activity patterns of
an occupant can be inferred from electricity consumption mea-
surements of his/her residence. First, we obtained the activity
data of three lone occupant from a survey. We then classified
each day of the survey period as regular or irregular from
an activity perspective for each occupant. The classification
results from this activity perspective were used as the pseudo
ground truth. Next, we used our proposed method for classify-
ing each day of the same period as regular or irregular from an
electricity consumption perspective. Finally, we compared the
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classification results provided by the proposed method with
the pseudo ground truth.

The proposed method requires extra steps for extracting
features from the raw consumption data and computing scores
before the FCM clustering. The additional steps would be
questionable if the proposed method does not perform better
than a raw data-based approach. In [25], it was found that
the Euclidean distance measure is the overall best similarity
measure for clustering hourly energy consumption data for
five university buildings among the other three well-known
measures (Mahalanobis distance [26], Dynamic Time Warping
distance [27] and Pearson’s correlation). Therefore, we chose
to compare the proposed method with a raw data-based
approach based on FCM clustering and Euclidean distance
measure for showing that the extra steps of the proposed
method help improve the accuracy performance. The FCM
clustering process terminates if one of the following conditions
is met:

1) The number of iterations has reached 100.

2) The improvement in the objective function .J,, is less

than 107> between two consecutive iterations.
The objective function J,,,, which is to be minimized in each
iteration, is

N K
T =Y > g™ llei = ¢l M
i=1 j=1

where N is the number of data points, K is the number of
clusters, u;; is the degree of membership of data point z; in
cluster c;, and m is the fuzzy exponent which was chosen
to be 2 in this experiment. A flowchart of the experiment is
shown in Fig. 6.
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Fig. 6. A flowchart of the experiment

VI. PERFORMANCE EVALUATION

There is a total of 91 classified days based on the pseudo
ground truth for the three participating occupants in this work.
We used 61 days for training and the remaining 30 days for
testing. The training set was chosen by observation so that

it contains some days that are likely irregular . The average
performances of the proposed method and the raw data-based
approach for the three homes are summarized in Table VIIL.
Sensitivity indicates the proportion of irregular days that were
correctly labelled by the proposed method or the raw data-
based approach. Specificity indicates the proportion of regular
days that were correctly labelled by the proposed method or
the raw data-based approach.

TABLE VII
THE PERFORMANCES OF THE PROPOSED METHOD AND THE RAW
DATA-BASED APPROACH

Proposed Method

Training Set

Raw Data-Based Approach

Accuracy

Sensitivity

57/61 (93.44%)
13/14 (92.86%)

54/61 (88.52%)
13/14 (92.86%)

Specificity 44/47 (93.62%) 41/47 (87.23%)
Test Set

Accuracy 26/30 (86.67%) 22/30 (73.33%)
Sensitivity 4/5 (80%) 2/5 (40%)
Specificity 22/25 (88%) 20/25 (80%)

The results show that anomalies in electricity consumption
patterns detected by the proposed method correlate well with
anomalies in activity patterns. In other words, anomalies in
activity patterns can be effectively inferred from electricity
consumption patterns by the proposed method. The results
also show that the proposed method outperforms the raw
data-based approach. It indicates that the features extracted
from the raw consumption data better represent the underlying
activities than the raw consumption data. The proposed method
yields a better accuracy performance as compared to the
raw data-based approach at the expense of the complexity
for extracting features from electricity consumption data and
computing scores which assess anomalies detected. Our results
suggest that the correlation between anomalies in electricity
consumption patterns and anomalies in activity patterns are
more significant for the two elderly people than the young
adult. This is likely because the two elderly people tend to have
activity patterns with much less variation from day to day;
therefore, what regular patterns are is clearer to the proposed
method.

As can be seen from Table VII, the sensitivity of the raw-
data based approach drops drastically in the testing phase as
compared to the training phase. It might indicate that the
classifier for the raw data-based approach fits the training
data too tightly (i.e., overfitting). Adopting a cross validation
technique might help reduce the overfitting effect on the
performance evaluation. However, the amount of data available
for this experiment is relatively small and the dataset is
highly unbalanced (i.e., there are more regular days than
irregular days). Adopting a cross validation technique for
the performance evaluation would likely result in generating
training sets which have no irregular day. Therefore, such
validation approach was not adopted in this experiment.
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VII. CONCLUSION

In this paper, we proposed a method based on FCM cluster-
ing for inferring anomalies in activity patterns from electricity
consumption data without the need for explicitly monitoring
individual activities. Our results show that anomalies in activ-
ity patterns of an lone occupant can be effectively inferred
from the electricity consumption measurements of his/her
residence. The proposed method does not identify whether the
anomalies detected indicates a positive or negative change in
the occupant’s wellness. However, a detected anomaly can be
used to trigger an alert to caregivers or relatives who can then
investigate in a timely manner.
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